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DATA
CENTER

ENGINEER / OPERATIONS

INTERVIEW GUIDE

Welcome to your complete preparation
guide for Data Center Engineer / Operations
interviews.

This book covers important concepts,
practical knowledge, troubleshooting
techniques, tools, and real-world scenarios

in a simple and easy to understand way.

gl
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Understand Learn Best Troubleshoot Use the Right Prepare for
Core Concepts Practices with Confidence Tools Real-World
Scenarios
: . |
‘ ‘ | A Good Engineer knows the basics, N\ /

follows the process, documents well @
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1. DATA CENTER FUNDAMENTALS

m What is a Data Center?

Answer: Secure Fire Detection &
Environment Suppression

A Data Center is a facility used to house
computer systems, storage systems, and
networking equipment. It provides secure
environment, power, cooling, and connectivity | Surveillance
to ensure high availability of IT services. System
Real-World Example:
Google Data Centers store and process A

CCEsSs
billions of user searches every day with Control
high availability and reliability.
m What are the core components of a Data Center?

: It ( . )
Answer: IT Power | Cooling Network Security Facility
Core components include IT Infrastructure, Infrastructure Infrastructure Infrastructure Infrastructure Systems | Infrastructure
Power Infrastructure, Cooling Infrastructure, |
Network Infrastructure, Security Systems, =
and Facility Infrastructure. _
Real-World Example: » Servers « UPS « CRAC /[ CRAH + Core Switches « CCTV | + Raised Floor
A typical enterprise data center includes « Storage « FDU » Chillers » Routers » Access Control « Cable Trays
servers, storage, switches, UPS, CRAC » Metwork Switches ||+ Generators « Airflow + Firewalls + Fire Detection + Lighting
units, fire system, and access control. « Load Balancers ||+ Batteries Management « Cabling « Alarm Systems ‘ » Monitoring
|
L J

m What is PUE (Power Usage Effectiveness) and How do you calculate PUE?

Answer: i, ) PUE
PUE measures how efficiently a data center % ot Faciiity Powis Tl et fommar e
uses energy. It is the ratio of total facility 2000 kW 1000 kw 2000
energy to IT equipment energy. = — 1000
+ IT Equipment
Total Facility Power e = 2.0
PUE = ooling
IT Equipment Power + Power Systems f-m
= Lighting d/ ‘J

Real-World Example:

If a data center uses 2000 kW total power I,
and IT equipment uses 1000 kW,

PUE = 2000/ 1000 = 2.0

(The lower the PUE, the better the efficiency.)

+ Others Lower PUE

= Higher Efficiency

m What is redundancy in a Data Center?

Answer: Without Redundancy With Redundancy

UPs 2

Single UPS Failure H (Standby)
F ) : ' - 0
L
% ) Continuous
Load i £

g - Operation

Redundancy means having backup systems
or components to ensure continuous
operation in case of failure.

Real-World Example:

If one UPS fails, another takes over so
the IT equipment continues running
without downtime,

All rights reserved.
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m What is uptime?

UPTIME OVER A YEAR (365 DAYS)

Answer:
Uptime is the percentage of time a Jan1 Dec 31
system, device, or service is operational I
and available for use. ! 4

- Uptime = 364 Days Downtime
It is usually expressed as a percentage 4 by
over a specific period.

A PTI Pl
' Total Uptime COMMON UPTIME PERCENTAGES
Uptime % = ——————  x 100 ;
Total Time 99% 99.9% 99.99% 99.999% | | 99.9999%
3.65 days 8.76 hours 52.6 minutes 5.26 minutes 31.5 seconds

Real-World Example: of downtime of downtime of downtime of downtime of downtime
If a system is up for 364 days in a year: per year per year per year per year per year
Uptime % = (364 / 365) x 100 = 99.73% ———— ——— — —

m What is N+1 redundancy?

Answer: N+1 REDUNDANCY EXAMPLE (UPS SYSTEM) : FAILURE SCENARIO
N+1 redundancy means having N r
number of active components and Active Active Active Active Standby | Active  Failed  Active  Active Active
one additional (N+1th) component | | : | | | (laicgg Cover)
as backup. If any one compenent
fails, the extra component takes
over automatically.
Real-World Example: UPs 1 upPs 2 UPs 3 UPs 4 ups 5 I
In a data center with 4 UPS units {T‘ tT] (T} tT} (T) li
(N=4), one extra UPS is added —mrd
(N+1=5). If one UPS fails, the
fifth UPS supports the load
without interruption. Critical Load Critieal Load

‘ @ Ensures high availability - even if one component fails, operations continue without downtime.

Difference between Tier 3 and Tier 4 Data Centers

oy #_[}_@_ T

Infrastructure

Redundancy

Maintenance

Uptime

Fault Tolerance

Power & Cooling

Cost

Concurrently maintainable

N+1 redundant components

Can be maintained without shutting
down the IT equipment

99.982% (1.6 hours downtime per year)

Tolerates multiple failures
(not all)

Redundant (N+1) power and coaoling
components

Moderate

All rights reserved.

Fault tolerant

2N or 2{N+1) redundant components

Can be maintained without affecting
IT operations at all

99,995% (26 minutes downtime per year)

Tolerates any single failure
without impact

Fully redundant with multiple
independent distribution paths

High

®

Key Takeaway

Tier 4 provides higher
availability, maximum
redundancy and zero
impact maintenance,

ideal for mission-critical
workloads.

@
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m Explain the boot process SERVER BOOT PROCESS
of a server. (1] (2] (3] (4) (5 (6] &b (5 )

Answer: l & >— ST a =
When a server is powered on, BIOS/UEF| O " @ - I_::—Z-I > = ! > .- = @:} = Ol‘.'.
initializes the hardware, performs POST Rl DGR L g ke Rl e s
checks, and loads the bootloader from Initiskzation Selection Loaded Losded Instialization Started
the boot device. The bootloader then pra | e i B il Bootiies Ot e el ke Bsker sersion
loads the operating system inte memory pressed, server  initialized. chocksare  ischecked  isloadedinto  kemelisloaded.  driversand  start and control
and hands control to the OS kernel. starts. performed.  (HDD/SSD/USB/  memory. mounts root s handed over
Finally, the kernel initializes and starts i . TaRee
system services (systemd/init). Boot Order Example -

—

@ 1. Disk/SSD  —P ﬁ 2.Us8 —p @ 3. PXE (Networkl —§ @ @@ 4. Others

Real-World Example:

If the boot disk is missing or corrupted,
the server stops at BIOS or Bootloader MEMORY ERROR INDICATORS

stage and shows an error. = iDRAC/ILO alert: Memory ECC error / Correctable or Uncorrectable error
= 05 logs: Kernel reports memeary faults

* Server behavior: Random reboots, BSOD, application crashes

m AWt chieclon de you prriotm PRE-HARDWARE REPLACEMENT CHECKLIST
before replacing hardware? ‘ = |
- o _
Answer: 1. Verify Issue | 2. Check Alerts & Logs 3. Compatibility Check
Verify the issue, check alerts/logs, confirm Confirm the hardware Review iDRAC/ILO Ensure the replacement
e is the root cause i alerts, OS logs, part is compatible with
I-'ua-rdware soxtpatibiliby, et’\sure reciundsicy using logs, alerts, and event logs for the server model and
is in place, take backups if needed, and and diagnostics. ! related errors. i firmware.

follow ESD safety before replacement.

: b
: 9 B ¥
Real-World Example: | -o | e

Befare replacing a PSU, check iDRAC 4. Redundancy Check ﬁ 5. Backup (If Required) ! 6. ESD Safety
alerts, ensure the other PSU is healthy, Ensure system has ] Take data/configuration i Use ESD wrist strap
and confirm the same wattage PSU redundancy (N+1) backup if the | and follow proper
i labl before removing : replacement may | handling procedures.
is available. |
any compenent. i impact data,

m What are the functions of: B Function Real-World Impact

CPU, RAM, PSU, RAID Contro“er' CPU Executes instructions and High CPU usage can slow

NIC, RISER? (Central Processing Unit) performs all computations. down applications.

3 !

Answer: RAM Temporarily stores data and Insufficient RAM leads

(Randam Access Mamary) instructions for quick access. to slow perfermance or erashes.
Each component has a specific role that

ensures the server performs efficiently PSU Converts AC to DC power and PSU failure can cause

and reliably. (Power Supply Unit) provides power to companents. server shutdown.

Real-World Examplc: RAID functionality. data loss or degraded performance.
High CPU usage affects processing,
NIC Provides netwark connectivity MNIC failure causes loss

insufficient RAM causes slowness Y
3 (Natwerk Intarface Card) and communication. of network access.

PSU failure leads to shutdown,

and RAID failure can cause RISER Allows additional expansion cards Faulty riser can cause

oser o Bparsomacy | 10 1 MIG, BPU) to-connect to devices not to be detected,
the motherboard,

in ki sl Manages disks and provides RAID failure can lead to

data unavailability.
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:
How do you identify \
. DIMM TROUBLESHOOTING STEPS
a failed DIMM?
Answer: e 9 e
Check server logs or iDRAC/ILO alerts for
memory errors. Use tools like memtest86 : memtestB&
or OS diagnostics. Physically reseat the ; i i i
DIMM and test again. Swap with a known i
good DIMM to confirm failure. 1. Check Alerts |  2.ReseatDIMM | 3. Run Memory Test 4, Swap & Test 5. Replace if Needed
Review iDRAC/LO | Power off the server |  Use memtest86 or Swapwitha known | If errors persist,
logs for memory | and reseat the DIMM 05 tools to test good DIMM and i replace the faulty
Real-World Hxamp]e: error messages. properly. memaory. test again. DIMM.
A server shows “Memory Error” in iDRAC
logs. After running memtest86, errors MEMORY ERROR INDICATORS
persist on DIMM in slot A2. Replacing + iDRAC/ILO alert: Memaory ECC error / Correctable or Uncorrectable error
the DIMM resolves the issue. + O logs: Kernel reports memory faults
+ Server behavior: Random reboots, BSOD, application crashes
What happens if one PSU DUAL PSU SCENARIO
ag:ik T 2
fails in a dual-PSU server? NORMAL OPERATION ONE PSU FAILS
PsU1 PSU 2 PsSU1 PSU 2
Answer: (Aetive) (Active) k (Failed) {Active)
The remaining PSU takes over the load, :
keeping the server running. iDRAC/ILO @
raises an alert. You should replace the
failed PSU as soon as possible to NOTE
restore redundancy (N+1). Running on a single PSL
increases risk, Replace
the failed PSU as soon
Real-World Example: as possible.
In a dual-PSU server, if PSU1 fails, the i :
: : @ Remaining PSU takes over 100% load.
server continues running on PSU2. @ Both PSUs share the load. : g )
i C sh ing. Replace PSU1 @ Full redundancy (N+1) available ; <M S i i
|DR:ﬁ. shows -a warning. .ep ace . | @ Alert generated in IDRACALO.
Shiihg tha DRI BId oW © Replace the failed PSU to restore redundancy.
=y

m Difference between

HDD, SSD, and NVMe drives?

Answer:

HDD (Hard Disk Drive) uses spinning
platters and is slower but cheaper.

S5D (Solid State Drive) uses MAND flash,
faster and more reliable than HDD.
NVMe (Non-Volatile Memory Express)
uses PCle interface, offering the
highest speed and lowest latency.

Real-World Example:

Use HDD for large, low-cost storage
(backup/archive), S5D for general
applications and OS, and NVMe for
databases and high-performance
workloads.

HDD SsSD NVMe
(Hard Disk Drive) (Solid State Drive) (Mon-Volatile Memory Express)

Feature

MNANMD flash + PCle

a Technology Spinning magnetic NAND flash memory
platters intarface
Interface SATA / SAS SATA / SAS PCle (NVMe)
m Speed Shaw Fast Very Fast
(100 = 200 MB/s) (500 MB/s - 2 GBY/s) (2 GB/s = 14+ GB/s)
G) Lataricy High Law Very Low
(5 = 10 ms) (0.1 = 0.2 ms) (0.01 ms or less)
0 Reliability Lower Higher Highest
(Moving parts) (No moving parts) (Enterprise grade)
* Power Usage Higher Lower Lower
$ Cost Low Medium High
Archiving, Backup, OS, Applications, Databases, Al/ML,
@ Best Use Case e 2 - pp_ 4 .
Large storage Virtualization High-performance apps

All rights reserved.
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Difference between
SATA, SAS, U.2, U.3,

and M.2?

Answer:

SATA and SAS are interface
protocols, while U.2, U.3, and
M.2 are form factors/connector
types that can use SATA, SAS,
or PCle/NVMe protocols.

Real-World Example:

HDDs in older servers use SATA,
enterprise drives use SAS, modern
NVMe drives in 2.5" bays use U.2,
and high-performance NVMe S5Ds

in blades use M.2.

What is hot-swappable
hardware?

Answer:

Hot-swappable hardware can be
removed or replaced while the
server is running, without shutting

down the system.

Real-World Example:

Power supplies, disks, and fans are
hot-swappable. If a disk fails, you
can replace it while the server and

applications continue running.

How do you replace
a failed disk in RAID?

Answer:

Identify the failed disk, verify the RAID
status, remove the failed disk, install a
new disk, and allow the rebuild process

to complete while monitoring the array.

Real-World Example:

In RAID 5, if one disk fails, replace it with
a new drive of equal or larger capacity.
RAID controller rebuilds data from the
remaining disks. Monitor rebuild progress

until the array is in optimal state.

Interface

Protocol

SATA
(Serial ATA)
SAS —
o (Serial Attached
S| sesi)
u.2
SAS or PCle
E VMo
U.3
PCle
i {NVMe)
SATA or PCle
(NVMe)
M.2

Connector / Form Factor

7-pin data + 15-pin power

SFF-8482
(29-pin)

SFF-B639
(2.5" farm factor)

SFF-8639
(2.5" form factor)

M-Key / B-Key

Speed (Typical)

Up to
6 Gbps
(SATA 11l

Up to
12 Gbps
(SA5-3)

Up to
32 Gbps
(PCle Gen3 x4)

Dapends on
PCle Generation
(Gen3 / Gend / Ganb)
Up to 64 Gbps
(PCle Gend x4)
Up to 128 Gbps
(PCle GenS x4)

Up to
64 Gbps
(PCle Gend x4)
Up to 128 Ghps
[PCle Gen5 x4)

s

Use Case

HDDs, 55Ds in
desktop and
entry servers

Enterprise HD'Ds/55Ds,
high reliability
environments

Enterprise NVMe
55Ds in 2.5 bays

Data center NVMe
55Ds with hot-swap
support
(Backward compatible
with U.2)

Coempact S5Ds in
laptops, blades,
and small servers

o SATA & SAS = Interface Protocols | U.2, U.3, M.2 = Physical Form Factors / Connectors

Actual throughput depends on PCle generation (Gen3 / Gend / Gen5).

DISK DRIVES

EXAMPLES OF HOT-SWAPPABLE COMPONENTS

POWER SUPPLIES

COOLING FANS

EXPANSION CARDS

Failed disk ean be removed
and replaced without
shutting down the server.

° Benefit:

Identify Failure Verify RAID

Check RAID controller

A failed PSU can be
replaced while the other
P5U keeps the system

running.

Failed fan can be swapped
out to maintain proper

airflow and cooling.

Some servers support
hot-add or hot-remave
of PCle cards.

Reduces downtime and ensures high availability of critical systems.

STEPS TO REPLACE A FAILED DISK IN RAID

Status

Ensure the array is in

alerts or IDRAC logs degraded state and
to identify the failed other disks are
disk. Feealthy.

In RAID 5 with 4 disks:

s
[

==

+ + Lo

== = X J
Disk 1 Disk 2 Disk 3

(Healthy) (Healthy) (Failed)

Remave Failed Disk

Hot-swap out the
failed disk from the

sarvar. capacity.
RAID LEVEL EXAMPLE
"
— =
Replace o
Disk 3
(New)

Install New Disk

Insert a new disk of
equal or larger

Monitor rebuild
prograss.

Rebuild

Start Rebuild

Rebuild starts
autormatically,

_’ @
Verify & Monitor
Ensure the RAID is
back to optimal

state and monitor
fer errars.

In Progress S %
75% [N

RAID S
(Optimal)

o Always use the same or larger capacity and same type of drive for replacement.

All rights reserved.
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m What are POST errors?

Answer:

POST (Power-On Self Test) errors
occur during the boot process when
the server detects a hardware issue.
The system stops or gives an error

code/beep indicating the failure.

Real-World Example:

If memory is faulty, the server may
show “Memory Initialization Error”
on the screen or blink specific LED
codes, Replace the faulty DIMM to

resolve the issue.

What information can be
collected from iDRAC/iLO?

Answer:

iDRAC (Dell) and iLO (HPE) provide
remote management and monitoring
information such as hardware status,
logs, alerts, health, power, storage,
network, firmware, and remote control

of the server.

Real-World Example:

If a server is down, you can check
iDRAC/ILO for the last shutdown
reason, temperature alerts, failed
components, and hardware logs

to identify the root cause.

What are the common
server form factors?

Answer:

Server form factor defines the physical
size and shape of the server. The
most common form factors are Rack,
Tower, and Blade servers, each suited

for different environments.

Real-World Example:

Blade servers are used in high-density
environments where space is limited,
while tower servers are often used in

small offices or branch locations.

TYPES OF POST ERRORS

Memory Errors
Faulty or incompatible RAM.

CPU Errors
CPU not detected or

not functioning.

Video Errors
Graphics adapter or display
initialization failure.

Storage Errors
RAID controller or disk
net detected,

Fan Errors
Fan failure or below
threshold speed.

General Errors
Motherboard, BIOS, or ather

hardware issues.

HOW POST ERROR CODES ARE SHOWN

On-Screen Messages

Displayed during boot.

LED Indicators

Front panel LEDs indicate
the error through blinking

patterns.

Beep Codes

Specific beep sequences
indicate the problem area,

Memory Initialization Error

Press F1 to Continue

Example:
. })) 1 long, 3 short beeps

= Memary Errar

Always refer to the server manual for
POST error code definitions.

INFORMATION AVAILABLE IN iDRAC / iLO

System Health

Overall health status, sensors,

e
A

IS

temperatures, voltages, and fan speeds,

Alerts & Notifications
Active alerts, warnings, and event
notifications.

System Logs
System event logs, iDRAC/ILO logs,
and BIOS logs.

Hardware Inventory

Detailed list of CPU, memory, storage,
PCle devices, and firmware versions.

Power Management

Power status, power capping,

2
&
&

consumption, and redundancy info.

w &l

Storage Information

RAID status, physical disk health,
virtual disk status.

Metwork Information
NIC details, IP configuration,
network usage.

Firmware Management

Firmware versions and updates
for BIOS, iDRAC/ILO, RAID, NIC, etc.

Remote Console

KVM accass, virtual media, remaote
power control.

User & Access Management
User accounts, roles, permissions,

and access logs.

o These tools help engineers reduce dewntime by enabling remote troublesheooting.

COMMON SERVER FORM FACTORS

RACK SERVER

TOWER SERVER

» Designed to mount in a rack .

« Common sizes: 1L, 2L, 4U
« High performance and scalable
« Easy to manage and maintain
= Used in most data centers

Example Use:
Web servers, database servers,
application servers

All rights reserved.

-

Stands vertically on the floor
Easy to install and expand
Quieter than rack servers
Ideal for small envirenments
Limited scalability

Example Use:

Small business, branch offices,

file/print servers

BLADE SERVER

* High-density modular servers

+ Blades share power, cosling,
and networking

+ Saves space and power

* Higher initial cost

Example Use:
High performance computing,
virtualization, large data centers

2026 Raj Gaud
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&, 3. LINUX & OPERATING SYSTEMS

m How do you check COMMON COMMANDS
CPU utilization in Linux?

Command Purpose Example Output (top)
Answer:
Real-time overview

Use commands like top, htop, or top of CPU usage {
mpstat to check CPU utilization. HI5; Hem
These show real-time usage per core PID USER
and overall load. Interactive process 1234 root

htop :

viewer (user-friendly)

Real-World Example:

If a server is slow, run top to see if Per-CPU usage
mpstat -P ALL 1

statistics C %ni %3 owad Asoft

8.1e

CPU usage is high. Identify the

process causing high CPU usage and

take corrective action.

How do you check USEFUL COMMANDS

?
memory usage. Command Purpose Example Output

Answer: Shows total, used, - & avsi o

free -h free, and swap - share ; dwﬂablf

Use free -h, top, or vmstat to check : 4. 30 7.16 9.66G1
memaory R

memory utilization, available memory,
buffers, cache, and swap usage. S Een PRl N e . 3 o e
Shows memory

tOp 1234 root ] 4.1 & 3, ¢ v java
Usage-Ly processes 2345 root T S g 6 8.8 mys

Real-World Example:

If free memory is low and swap Shows memary,
P i vmstat 1 5 swap, and system ; T ¥
usage is high, the server may f e Bot cache el
= 3 statistics
be experiencing memory pressure.
You may need to kill processes or
add more RAM. o Focus on available memory and swap usage to identify memory pressure.

m How do you check USEFUL COMMANDS

dlSk utlhzﬂtloﬂ? Command Purpose Example Output
/ wer: i ize | ' Use% Mounted on
Answer: 4 K Shows disk space ; G : / : i
Use df -h to check disk space usage & usage of filesystems rdevisdaz

on file systems and du -sh to check

folder-level disk usage.

Shows directory

du -sh /path

size

Real-World Example:

If a disk is 95% full, applications Find top space-

du -sh * | sort
may fail to write logs or data. -hr | head

Run df -h to identify the full

CONSUMing

directories

filesystem and clear unnecessary

files or expand storage.
¥ a o Monitor disk usage regularly. Keep critical filesystems below 85% utilization.

All rights reserved. o 2026 Raj Gaud
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Which command shows NETWORK INTERFACE COMMANDS
network interfaces?

Command Purpose Example Output (ip a)
Answer:

: 2 ; Sh Il network
Use the ip a or ifconfig command i

ip a interfaces with IP
to display network interfaces, their T
IP addresses, status, and other and details,
details.

Real-World Example:
Legacy eommand

If a server cannot communicate over ifconfig to display network

the network, check the interface interface details.

status and IP configuration using s

ip a to ensure the interface is up X erro ed B over ) carrier ‘B‘ collisions ®

and has the correct IP.

o ip a is preferred on modern Linux systems, It is more detailed and consistent.

m How do you identify IDENTIFY HUNG PROCESSES

a hung process? Tool What to Lok For EXAMPLE OUTPUT (top)
N Processes using 100% CPU
Answer:
top / htop for long time, high load
Use top, htop, or ps -ef to find average.
processes using 100% CPU or in .I |
uninterruptible sleep (D state).
ps -ef Processes in D (uninterruptible

Then investigate using strace or

sleep) state.
kill if required. q

strace -p <PID>  Trace system calls to see

Real-World Example:

A process stuck in D state may
indicate disk /O issues. |dentify

whare the process is stuck.

the process, check disk health, kill -9 <PID= Terminate the process if it | TIP ‘

and resoclve the root cause before 0 cannot be recovered, -,Q\' State "D” (uninterruptible sleep) usually means the process is

killing the process waiting for 1/O (disk, NFS, etc.). Check storage subsystem.

What does the dmesg DMESG COMMAND
command do? Purpose Common Usage
Shows kernel messages including: S 3
Answer: * System boot logs ail Last 50
= Hardware detection Human-readable timest:
The dmesg command displays « Driver loading L;:qn r E :r;.

the kernel ring buffer messages. Errors and warnings

.

WO and device issues
It shows system boot messages,

hardware detection, driver logs,

and error messages. ROk
flags

Real-World Example:

If a disk is failing or a driver issue

occurs, dmesg will show related

kernel messages such as |/O errors,

e number

disk resets, or hardware failures.

o Use dmesg early in troubleshooting to quickly find hardware or kernel-related issues.

All rights reserved. 2026 Raj Gaud
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Software RAID?

Answer:
Hardware RAID:
+ Uses a dedicated RAID controller

with its own processor and cache.
+ Better performance and reliability.
« Works independent of the O5.
+ More expensive.

Software RAID:

Uses OS CPU and memory to
manage RAID.

Cost-effective and flexible.

Performance is lower than
hardware RAID.
Depends on the OS.

m What is RAID? Explain

the different RAID levels
0, 1, 5, 6, 10)?

Answer:

RAID (Redundant Array of Independent
Disks) combines multiple disks to
improve performance, capacity, and

fault tolerance.

m What is filesystem

and which filesystems
are commonly
used in Linux?

Answer:
A filesystem is a method used
by the OS to organize and store

data on storage devices.

Real-World Example:

If /var partition is full in ext4
filesystem, logs cannot be
written. Monitor filesystem

usage and expand if needed.

¥4 Difference between
Hardware RAID and

Dedicated RAID controller

Controller
with its own CPU
Performance High performance
Reliability More reliable
Cost Expensive
Works independent!
OS Dependency i) ¥
of OS
Best Use Enterprise environments
RAID Level D < Minimum Usable
el e
SofEHON Disks Capacity
RAID O Data is split across
A
{Stripéng) disks for performance.
ﬁ RAID 1 Exact copy of data 2 o
(Mirroring) on two disks.
RAID 5 Data is striped with
=72 ¥ parity distributed 3 {N-1) x disk size
{Striping « Pasity)
across disks.
RAID & Like RAID 5 but with

==

{ariging + Dual Parity)

RAID 10
[RAID 1-0)
[Wirrer = Striping)

4 (MN-2) x disk size

two parity blocks.

Mirrors are striped
for performance 4
and redundancy.

50%

COMMON FILESYSTEMS IN LINUX

Filesystem

i M_U’l Oty L Seandard for most Lirmax [mast
extd Sl Linx installathond dhigtributians)
+ Journaling
= High scalabsity Large storage, Linux (RHEL, CantOS,
XFS = Good for lange files Databases,
Ubuntu)
= High performance High 1/0 workisads
= Copy-on-write w .
Bief Modarn Linix systenms Limiis
= Snapsh
¥ Ry Snapahots, Sublohimes | (SUSE, Fadors, Ubuntu)
» RAID, Compression
= = Metwork filesystermn Sharing files between
NFS 3 Linux, UNIX
= Share directories sarvars
Vi A Type 1K-b 5
. ertusl mamory extd S24I8868
[  Swap = Used when RAM Al Linasx: systerms Linux
— i insufficignt
FILESYSTEM HIERARCHY (IMPORTANT DIRECTORIES)
! Afete fvar Jhome ftmp fboot
Reot directory Canfiguration Variable data User hame Temparary Boot loader
of the system files (logs. cache) directories files files

Features

Use Case Supported Platforms

Hardware RAID ‘ Software RAID

Uses system CPU and memory

Lower performance

Less reliable (depends on OS)

Cost-effective

Depends on OS

Small servers, cost-sensitive

environments

Fault Tolerance

Mo fault tolerance
(Noon (O disk = failure)

High (1 disk can fail)

Can survive 1 disk

failure

Can survive 2 disk

failures

High (Multiple disk
failures can be
handled)

Best Use

High performance
(Non-critical data)

High availability,
important data

Balanced performance,

capacity, protection

Better protection

for large arrays

High perfarmance
and high availability

CHECK FILESYSTEM USAGE

Check disk usage

334
BE%E

Hounted on

Avail UseX Hount
6 9113409 BIX |

_F—-

fdata
Application
or data storage

o Keep critical filesystems (/, /var, /data) below 85% usage to avoid performance and service issues.
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| A 0|
m Explain the OSI model. OSI MODEL - 7 LAYERS
Layer %
Layer Name Function
Answer: (No.)
The OS5I (Open Systems .0 Aphosiion Provides network services
Inte tion) deli 7 e directly to applications.
SPonnectionnaceria o aeE (Email, Web, File transfer, ete.)
7-layer conceptual framework
used to understand how data p i, Handles data representation,
is transmitted over a network. 6 <> Layer SnoryENNY Sompresien

Each layer has specific

functions and communicates

)

with the layers above
and below it.

Real-World Example:

When you open a web page,

0 ®

your data goes down the
OSl stack at the sender,
travels across the network,
and goes up the OSl stack -

at the receiver.

-

4. NETWORKING ESSENTIALS

and translation.

Establishes, manages and

Session

terminates sessions between
Layer

applications.

Provides end-to-end communication,
Transport g

segmentation, flow contrel
Layer

and error recovery,
T Handles logical addressing

and routing of packets
Layer

across networks.

Prowvide: de-to-node delivery,
Dt Lirk r'cm s node- e_ elivery,

framing, MAC addressing
Layer

and error detection,
Physical Tran.'.-ml:s ra‘: blt? o::r the
Koo physical medium (cables,

connectors, signals).

Examples / Protocols l':'::::l
HTTR, HTTPS, FTP, SMTP,
Data
DNS, DHCP
SSL/TLS, ASCII, JPEG, Bata
MPEG, Encryption 2
NetBIOS, RPC, SIF,
Data
PPTP
Segment
TCP, UDP, SCTP ki
Datagram
{UDP)
IP (IPvd, IPW6), ICHMP,
A e Packet
IGMP, OSPF, BGP
Ethernet (802.3), Wi-Fi
Frame
(802.11), PPF, STP
Ethernet PHY, Coax, Fiber, .
Bits

RJ45, 1000BASE-T

Data travels from Layer 7 (Application) down to Layer 1 (Physical) at the sender,

and from Layer 1 up to Layer 7 at the receiver.

"898 Difference between

Layer 2 and Layer 3. P

Answer:

Layer 2 (Data Link) deals

with communication within

Primary Function

Address Used
the same local network
using MAC addresses, Device
while Layer 3 (Network)

Scope

handles communication

between different networks
PDU (Protoce! Dats Unk)

using IP addresses and

routing. Protocols
Real-World Example: i
peration
A switch works at Layer 2
to forward frames within Broadcast Demain
the same LAN, while a
Example

router works at Layer 3
to route packets between

different networks.

LAYER 2 vs LAYER 3
Layer 2 = Data Link Layer

MNode-to-node delivery within
the same local netwerk.

MAC Address
(Physical Address)

Switch, Bridge

Within the same LAN / Broadcast Domain

Frame

Ethernet (802.3), Wi-Fi (802.11), FFF,
STP, ARP (partly works here)

Uses MAC address table to forward frames.
Decides based on Layer 2 headers.

Same broadcast domain

A computer sending data to another computer
in the same VLAM,

Layer 3 = Network Layer

Logical addressing and routing
between different networks.

IP Address
(Logical Address)

Router, Layer 3 Switch

Across different networks /
Different subnets

Packet

IP (IPvd/IPv6), ICMP, OSPF, BGP,
RIP, EIGRP

Uses routing table to forward packets.
Decides based on Layer 3 headers.

Different broadeast domain

A computer sending data to a server
in a different network.

Layer 2 is about ‘how to reach the next device on the same network’.

Layer 3 is about 'how to reach a device in a different network'.

All rights reserved.
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@

What is a VLAN
and why is it used?

Answer:

A VLAM (Virtual Local Area
Network) is a logical segmentation
of a physical network into multiple
broadcast domains.

It allows devices on the same
physical switch to be grouped
together as if they are on the
same network, regardless of

their physical location.

Why it is used:

* Improves network performance
by reducing broadcast traffic.

+ VLAN provides logical sepmentation
and can improve security when
cambined with proper ACLs and
policies.

» Simplifies network management
and scalability.

» Supports flexible network design
without changing physical
infrastructure.

Difference between

a switch and router.

Answer:

Switch and router are both
network devices but operate
at different layers and have

different functions.

Answer:

Subnetting is the process of

dividing a larger IP network

into smaller sub-networks

(subnets) to improve IP address

utilization, enhance performance,

and increase security.

Why it is used:

» Efficient use of IP addresses.

* Reduce broadcast traffic.

* Improve network performance
and security.

* Easier management and scalability.

Example Scenario

A company has 3 departmants:
HR, Finance and IT.

Using YLANs, they can be
separated logically on the

Saine stk VLAN 10 VLAN 20 VLAN 30
HR Department Finance Department IT Department
192.168.10.0/24 192.168.20.0/24 192.168.20.0/24

QoD \[odQ Zag
COMMON VLAN COMMANDS (Cisco 10S)
Command Purpose Example

vian <vlan-id> Create a VLAN Switch(config)# vian 10

name <name> Mame the VLAN Switch{config-vian)# name HR

show vlan brief Show VLAM summary Switch# show vian brief

interface <int> Enter intarface configuration made Switch(config)# interface gi0/f1

switchport mode access Set port as access port Switch(config-ifi# switchport mode access

switchpert access vian <id> Assign access port to WLAN Switch(config-if)# switchport access vian 10

switchpart mode trunk Set port as trunk port Switch(config-if)# switchport mode trunk

show interfaces trunk Show trunk status Switch# show interfaces trunk

o Trunk ports carry traffic for multiple VLANs using 802.1Q tagging.

VLAN OVERVIEW

l ' }

Aspect Switch (Layer 2) Router (Layer 3)
OS5I Layer Layer 2 = Data Link Layer Layer 3 — Network Layer
Primary Function Forwards data frames within the Routes data packets between
same LAN using MAC addresses. different networks using IP addresses.
Address Used MAC Address IP Address
Device Type Data Link Device Network Device
Broadcast Domain Each port is in the same broadecast Each interface is a separate
domain (by default). broadcast domain.
Routing Does not perform routing. Performs routing between networks.
Devices Example Switch, Bridge Router, Layer 3 Switch
Protocols Used Ethernet, B02.1Q (VLAN), STP 1B, ICMP, OSPF, BGP, RIP
Typical Use Connect devices in the same network. Connect different networks together
(LAN to LAN / LAN to WAN).
Performance Faster (hardware based forwarding) Relatively slower (reuting decisions)

° In short: Switch = Connect within the network, Router = Connect between networks.

SWITCH vs ROUTER

Given Network: 192.168.1.0/24
Need: 4 Subnets

Borrow 2 bits from host portion:
/24 + 2 = /26 (255.255.255.192)

Sitlie Netwark Addiees Usable Host Range Broadeast Address
Ne. (/26)
1 192.168.1.0/26 192.168.1.1 - 192.168.1.62 192.168.1.63
2 192.168.1.64/26 192.168.1.65 - 192.168.1.126 192.168.1.127
3 192.168.1.128/26 192.168.1.129 - 192.168.1.190 192.168.1.191
4 192.168.1.192/26 192.168.1,193 - 192.168.1.254 192.168.1.255
B Common Subnet Masks
Q* R « /24 = 255.255.255.0
* Mere subnets = Borrow more bits = Fewer hosts per subnet, « /25 = 255,255.255.128
* Fewer subnets =+ Borrow fewer bits = More hosts per subnet. * f26 = 255.255.255.192

All rights reserved.

SUBNETTING EXAMPLE

» Total Subnets = 2°2 = 4
e Host bits left =8 -2 =6
* Usable hosts per subnet = 276 - 2 = B2

* f27 = 255.255.255.224
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Difference between
TCP and UDP.

Answer:

TCP and UDP are both
transport layer protocols
but they differ in reliability,
connection handling, and

use cases.

Explain DNS
and DHCP.

Answer:

DNS (Domain Name System):
Translates human-readable
domain names (like
www.example.com) into IP
addresses (like 192.168.1.10)
so that devices can
communicate over the
network.

DHCP (Dynamic Host
Configuration Protocol):
Automatically assigns IP
addresses and other network
configuration (subnet mask,
default gateway, DNS server)
to devices on a network.

What is a

default gateway?
Answer:
A default gateway is the IP address
of a router interface in a network.
It is the exit point used by a device
to send traffic to destinations
outside its local network.

Example:

If a device wants to communicate
with an IP not in its subnet,

it sends the packet to the

default gateway, and the router
forwards it to the destination.

TCP vs UDP
Aspect TCP (Transmission Contral Protocol) UDP {User Datagram Protocal)
Connection Sepnechion-odentad, Connectionless.
A session is established before data transfer o =
Mo session establishment.
{3-way handshake).
Reliability Rl Best-effort.
Ensures delivery with acknowledgments and Mo delivery guarantee
retransmissions.
Data Delivery Ordered delivery. Uneordered delivery.
Data arrives in the same order as sent. Packets may arrive out of order.
Acknowledgment A ncigments (ALK am:sent Ne acknowledgments.
for received data.
Flow Control ey No.
Uses sliding window mechanism.
Errar Contral Yes, Ne.
Detects errors and retransmits lost data. Error checking only via checksum.
Header Size Minimum 20 bytes B bytes
Speed Slower (due to connection, ACK, and Faster (o connection or ACK):
retransmissions),
Use Cases / Examples Web (HTTP/HTTPS), Email {SMTP), File Transfer Streaming, VolP, DNS, DHCP, Online gaming,

{FTP), 55H, Database connections Video conferencing

o Use TCP when reliability matters. Use UDP when speed matters.

.

S

DNS OVERVIEW
: : Quew E : quﬂw E
_—
—
Client 8. Response Recursive 7. Response Reot 5 Response 5. Response Authaoritative
Resolver Server Server Server
How DNS Works: Common DNS Records:
1. Client sends a query to the Recursive Resolver. * A Record — Maps domain to IPvd address
2. Reselver checks cache. If not feund, it queries the Root Server. « AAAA Record — Maps d it e PR metairans:
3. Root refers to the late TLD Server.
S gl ol g Lo « CNAME Record = Alias of another dormain
4. TLD refers to the Authoritative Server.
5. Authoritative Server returns the IP address. * MX Record — Mail exchange servers
6. Resolver caches the result and returns the IP to the client. * NS Record — Name servers
DHCP OVERVIEW

1. DHCP Discovar (Broadcast) DHCP Process (DORA):

1. Discover — Client broadeasts to find DHOP server
2. Offer — Server offers an P address.
3. Request — Client requests the offered IP,

L4

2. DHCP Offar

3. DHCF Request

DHCP Cliant 4. DHCP Acknowledge DHCP Server 4, Acknowledge — Server confirms and assigns the IP,
= DHCP Pravides:
s IP Address * Default Gateway
*  Subnet Mask * DNS Server

o DNS helps find the address. DHCP assigns the address.

DEFAULT GATEWAY OVERVIEW
— @ — @ —
Switch Router

Router Interface
192.168.1.1

Internet /
Other Networks
PC
IP: 192.168.1.25
Subnet Mask: 255.255.255.0
Default Gateway: 192,168.1.1

How it works:
= If the destination IP is in the same subnet — the device sends directly.
+ If the destination IP is outside the subnet — the device sends the packet to the default gateway.

* The router (default gateway) then routes the packet to the destination network.

You ean view or configure default gateway on Linux using: ip route
Example output: default via 192.168.1.1 dev eth®

All rights reserved.
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Difference between

IPv4 and IPv6?

Answer:

IPv4 and IPv6 are beth
network layer protocols used
for addressing and routing
packets, but IPv6 is designed
to overcome the limitations

of IPv4.

Difference between
public and private
IP addresses?

Answer:

IP addresses are classified
into public and private based
on their usability over the

internet.

@ How would you

troubleshoot if a
server cannot ping

another server?

Answer:

Follow a systematic
approach from the server
itself, moving layer by layer

up to the destination.

Aspect
Address Length
Address Format

Address Space
Header Size
Header Complexity

Fragmentation
Broadcast
Configuration

MAT (Network Address
Translation)

Security
GoS (Quality of Service)
Common Use

IPV4 vs IPV6

IPvd
32 bits

Dotted decimal
{e.g., 192.168.1.1)

=~4.3 bilion addresses
Variable (20-60 bytes)
Complex header with options

By sender and routers
Supported
Manual or DHCP

Required in most networks
due to limited addresses

IPsec optional
TOS field

Legacy systems and networks

128 bits

H decimal L d
L 3 P

(e_g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334)
=340 undecillion addresses (2~128)
Fixed 40 bytes

Simplified header, options remowved
(uses extension headers)

By sender enly (Path MTU Discovery)
Mot supported (uses multicast instead)
SLAAC (Stateless Auto Configuration) and DHCPvE

Not required (end-to-end connectivity)

IPsec built-in support
Traffic Class and Flow Label

Meodern networks, future-proofing

o IPv6 was created to solve the address exhaustion problem of IPv4 and to provide
better performance, security, and scalability.

PUBLIC IP vs PRIVATE IP
Aspect Publie IP Address Private IP Address

Definition An IP address that iz unigque on the
internet and routable globally.

An IP address used within a private network
and not routable on the intérnet.

Internet Service Provider (ISP) Systemn administrator / DHCP server within

arganization

Assigned By

Address Range Any IP address net in private ranges s 10.0.0.0 - 10.255.255.255 (10/8)
* 172.16.0.0 - 172.31.255.255 (172.16/12)

= 192.168.0.0 - 192.168.255.255 (192.168/16)

Routability Routable on the internet Mot routable on the internet (used within
LAN)
Visibility Visible to the entire intermet Not visible on the internet (internal use only)

MAT Requirement Nt required (already globally unique) Requires MAT to access the intermet

Use Case Web servers, email servers, public services Internal systems, databases, employee PCs,
printer, &tc.
Example B.8.8.8B, 74.125.224.72 10.1.1.5, 172.16.10.20, 192.168.1.100

o Private IP addresses conserve public IP space and improve network security.

TROUBLESHOOTING STEPS

Check Basic Connectivity * Is the server up and running?
o g (Loeal) Check IP address, subnet mask, and default gateway.

Command: ip a (Linux) / ipconfig (Windows)

Check Local Netwerk Is the network interface up?

9 n Interface * Any errors or drops?
= Command: ip link (Linux) / Get-NetAdapter (PowerShell)

Ping Local Address
(Loopback)

Ping 127.0.0.1 - should always succeed.
Confirms TCP/IP stack is working.
= Command: ping 127.0.0.1

Ensures first hop is reachable.
If it fails, check switch, IP, and network or gateway.
C d: ping <default_g _ip=
If gateway ping works but remote server fails:
o EE_:!\ - Check routing table: ip route / route
= Check routing table (Linux) / route print (Windows)
- Check for firewall rules blocking ICMP
-~ Check ACLs on switches/routers.
o Check DNS Resolution = Try ping using IP instead of hostname.
(if using hostname) = Command: nslookup <hostname= or dig <hostname=
Check Firewall / Security

0 9 o
0o [

o Always isolate the problem step by step. Don't change multiple things at once.

Ping Default Gateway

Ping Remote Server IP

Ensure ICMP is allowed.
Check host-basad firewalls on both servers.

Check system logs, firewall logs, and application logs

Check Logs for errors or drops.

All rights reserved.
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ﬁb@ 5. STRUCTURED CABLING & FIBER

Why is cable GOOD CABLE MANAGEMENT POOR CABLE MANAGEMENT

management
important?

Answer:

Proper cable management is

essential in data centers and

Organized and labeled cables

Cable clutter and tangling

network infrastructures to

Proper use of cable managers and ties Blocked airflow and overheating

ensure reliability, perfermance, Clear pathways for airflow Difficult troubleshooting

safety, and ease of maintenance. Easy identification and maintenance Higher risk of damage and downtime

A

x
X
X
X
x

Reduces downtime and errors Unprofessional and hard to scale

CABLE MANAGEMENT BEST PRACTICES

S £ ‘Q

Use cable trays Use Velcro straps Maintain proper Label both ends Regularly audit and
and raceways instead of cable ties bend radius of every cable maintain cabling
Difference between CAT6 (Up to 1 Gbps) CAT6A (Up to 10 Gbps)

Cat6 and Cat6A.

Answer:

Cat6 and CatbA are both Feature Caté Cat6A
twisted pair copper cables Stendapd TIA/EIA-568-B.2-1 TIA/EIA-568-B.2-10

used for Ethernet, but Maximum Bandwidth 250 MHz 500 MHz
e s )
bandwidth, better Maximum Length (10 Ghps) EEiTiatars 0

performance, and improved Shielded (F/UTP or WFTP)

Construction Unshielded Twisted Pair (UTF) -

protection against noise. or Unshiglcled: (LT R)
Crosstalk Protection Good Excellent (better alien crosstalk protection)
Use Case 1 Gbps networks, short 10 Gbps runs 10 Gbps networks, high density environments.
Cost Lower Higher

0 Use Catb for standard gigabit networks; use Cat6A for 10G networks and future-proofing.

Difference between COPPER CABLE (Twisted Pair) FIBER CABLE (Optical Fiber)

copper and fiber

- cht
= Plastic ; T
cables. &gqﬂ e T sogn
— Members

= Copper ——— Buffer
Cenductar ., Coating
Answer: S s
Faature Copper Cable (Twisted Pair) Fiber Cable (Optical Fiber)
Copper and fiber cables are il 5 5
Signal Electrical Light (Optical z
both used for data transmission, igrat Type o ght (Grnical) Typical Use Cases
) 4 Data Speed Up to 10 Gbps (CotBA/CatT) 10 Gbps to 400+ Gbps
but they differ significantly : . Copper (Twisted Pair)
) y ik : (106) Kilometers {Multi-mode: 550m,
in performance, distance, Trmnsmistion Dtance: | Herto100 maters. U Single-mode: 10s of km)

and immunity to interference. Interference Susceptible to EMI/RFI Immune to EMI/RFI Q“_’ e E

Security Can be tapped Difficult to tap (more secure, - .

: i ! Short distance LAN connections
Cable Size & Weight Thicker, heavier Thinner, lighter [office, access layer)
Cost Lower Higher (cable & transceivers)

Fiber (Optical Fiber)

Installation Easier to install and terminate Requires specialized tools and skills
—_— —_
Use Case LAN, short distance connections Lo cay v il 2 ke d 1—- ,—f
data centers, ISP networks
Long distance links, data center

backbone, WAN, ISP networks

o Copper is cost-effective for short runs. Fiber is ideal for long-distance, high-speed, and secure networks.

All rights reserved. @ 2026 Raj Gaud
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s —_—— —_— e ————— — =——————
54 Explain Single SINGLE MODE FIBER (SMF) MULTI MODE FIBER (MMF)
Mode and Multi ==
’ g T
Mode fiber. — { ( -
— ! | * h /A ~ AT
_— | —— ‘r_ / \
Answer: = = - .
Single light path Cova
Single Made fiber (SMF) has a 8-10 pm 50/62.5 pm Multiple light paths
small core that allows only one
* Small core (8-10 pm) * Large core (50/62.5 pm)
li th, bling | dista
e ipath, Srashos lee etares + One light path (laser) « Multiple light paths (LED/VCSEL)
=hg e o * Leng distance: 10 km to 100+ km * Short distance: up to ~550 m (varies I
: . by optic and fiber type)
Multi Mode fiber (MMF) has Wi tlclyigi : '
| that all * Used in WAN, data center interconnect, * Cost-effective for short runs
a larger core that allows A N s Used in data centers, LANs, and
iple ligh h itabl
multiple light paths, suitable « Wavelength: 1310nm / 1550nm campus networks
for shorter distances. * Wavelength: 850nm / 1300nm
A USE CASES KEY COMPARISON
Feature Single Mode (SMF) Multi Mode (MMF)
Core Size 8-10 pm 50/62.5 pm
ﬁ ﬁ Light Source Laser LED / VCSEL
+ + Mode Single Multiple
Long Distance Short Distance Distance Long (10 km te 100+ km) Short (depends on optic & fiber type)
(>10 lm) (<550 m)3 Bandwidth Very High High (depends on optic & fiber type)
4 4 Typical Use WAN, Metro, Long-haul, DCI Data Center, LAN, Campus (short runs)
SMF MMF
Cannector Color (Commaon) Blue (UPC/APC) Agua (OM3/0OM4), Lime (OMS)
* Actual distance depends on MMF distances depend on the optic used. For example: OM3 + 10G SR = 300 m,
optics.and fiber type. OM4 + 10G SR = 400 m (values vary by fiber type and optic).
A, 2
5 5 W"hat are SFP SFP (SMALL FORM-FACTOR PLUGGABLE) QSFP (QUAD SMALL FORM-FACTOR PLUGGABLE) ]
ﬂ_ﬂd QSFP + Compact, hot-swappable * High-density, hot-swappable
d l 5 transceiver module & transceiver module
modules: « Supports data rates from * Supports 40 Gbps, 100 Gbps,
100 Mbps up to 10 Gbps+ 200 Gbps, 400 Gbps+
Answer: * Used in switches, routers, = Uses more fanes (4 or more)
firewalls, servers, storage for higher bandwidth
SFP {Small Form-factor + Types: SX, LX, ZX (fiber), o Uiad Tn sine-loaf switdlins, |
Pluggable) and QSFP (Quad ol Copper, (Hl45) His cenar Mtetorrecis
» Wavelength depends on type
Small Form-factor Pluggable) (e-g., 850nm, 1310nm, 1550nm) »: Typess QISFP &y QSFR28,
: QSFPSE, QSFP-DD
are hot-swappable transceiver
modules used in network Example Uses Example Uses
devices to provide connectivity
over copper or fiber links. E T—F @ B {3 ﬁ @ —— E — - .
Switch SFP 106G 5R Switch SFP 106G LR Spine Switch  QSFP28 100G Leaf Switch Server / Storage
(850nm, MMF) (1310nm, SMF) (4 % 256 lanes)
o SFP = smaller, lower bandwidth. QSFP = higher bandwidth, higher port density.
L@ i
s ~
W’hat 15 an MPO CONMNECTOR OVERVIEW TYPICAL MPO-TO-LC BREAKOUT (FAN-OUT) |
MPO connector?
Answer:
An MPO (Multi-fiber i
Push On) connector is a MPO Connector Breakout Module h"“t
multi-fiber connector 12 o 24 Fber (12/24 Fibers) {Fan-out Cobla} LC Connectors
. Individual Fibees;
that can terminate (HEOpEE ) : =
multiple fibers (typically T e
P Y ETeR TYPICAL USE CASES
|
02: 20 ar ) Inasingl  High density: multiphe fibers in one connector
connectar, used in high- (12, 24, 48, or more)
density fiber cabling +' Reduces space and improves cable management a Q
systems, ' Used with ribbon or breakout (fan-out) cables
» Common in data centers and high-speed networks Data C St Ar FHigh-Density Pasallel Optics.
 Supports parallel optiez (40G,/100G,200G,/400G) Backbone Metworks [SAN) Switch Cornections (400G 100G/400G)
L =

All rights reserved.
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DAC and AOC Cables?

Answer:
DAC (Direct Attach Copper) cables
use copper conductors for short-

range, cost-effective connections.

AQC (Active Optical Cable) uses
fiber with integrated transceivers
for anger reach and higher
bandwidth.

cross-connect,
and how is it
performed?

Answer:

A cross-connect is the process of
connecting a cable from cne port
to another through a patch panel

or distribution frame.

It allows flexible connectivity
between network devices or
ports without re-cabling the

entire infrastructure.

m Which tools are

commonly used
for cable
troubleshooting?

Answer:

These tools help wverify
connectivity, detect faults,
measure signal quality,
and locate issues in both

copper and fiber cables.

™y
i Fiber Cores
— Copper Conductors Integrated
Transceiver
Feature DAC AQC
Medium Copper Fiber (Optical)
Signal Type Electrical Optical
Typical Reach Up te 7 meters Up to 100 meters (and more)
Data Rate Support Up to 25/40/100 Gbps Up to 100/200/400 Gbps and beyond
Power Consumption Lower Slightly Higher (active module)
EMI Immunity Susceptible 1o EMI Immune to EMI
Flexibility Stiffer, less flexible More flexible
Cost Lower Higher
Use Case Short-range in racks (Top-of-Rack, Longer-range within racks or between
server to switch) racks
Typical Use
& — .. a——
Server |
=7m | £ 100 m+
Switch | Switch
Server [ Ancther Rack
DAC for short-range connections AOC for longer-range connections

CROSS-CONNECT DIAGRAM (EXAMPLE)

SOURCE SIDE DESTINATION SIDE

@ Switch A Patch Panal / Patch Panal / ﬁ Switch B
Part 1 Distribution Frame Part 10

Distribution Frame

g & o
S Port 2 Poct 11
E Sarver & E Sorver B
NIC 1 NIC 1
Server A Sorver B
NIC 2 NIC 2

HOW IT IS PERFORMED (STEPS)

o - 6 -~ & -~ o0 - o - o

Identify the source Idantify the Locate avoilable Use a paich eable to Use ancther patch Vrify the connection
port (mg., Switch A destination port ports on the patch connect the source cable to connect the and document the
- Port 1) (2.4 Sarver B - panal port to the patch panel port to tha cross-connect.

NIC Part). panal, destination port.

COMMON TOOLS FOR CABLE TROUBLESHOOTING

1. Cable Tester 2. CTOR 3. Optical Power Meter . Visual Faukt 5. Tone Generator 6. Inspection Microscope
(Flber) & Light Source Locator (WFL) & Probe {Fiber)

BE

@

- Varifies contimuity, - Measures fiber longth, + Maoasures optical powor + Locates bends, breaks, - Traces and identifies = Inspacts fiber connactor
opand, shorts, laas, detects breaks {dBm) and verifies and poor connections cables in bundles and-face for dirt,
migwrires in copper and high-loss points, link loas. in fibar. o¢ patch panals, scratches, or damage.
cables [RI45).

WHAT THEY HELP DETECT

> :’<z IlII fﬁ @ =

Open / Short Miswiring / Signal Lows / Breaks / Bands Poor / Polarity / Pair
Circuits Crossed Pairs High Attensation Dirty Connections lasuss

All rights reserved.
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PAGE 19 DATA CENTER ENGINEER / OPERATIONS — INTERVIEW GUIDE

Y

4 6. POWER & COOLING

Explajn the DAT; CENTER POWER FLOW (END-TO-END)
complete power & (2] 3] (4] o (6 ) (7

ﬂ ' .d Utility Power Main Incoming Transformers Main Distribution UPS System Power Distribution IT Equipment
oW 10s1ae a (From Grid) Switchgear Board (MDB) Units (PDU) {Racks)
Data Center.
— —> — — —>
Answer:
Power enters the facility
from the utility, passes Power is received  High voltage power Voltage is stepped Power is distributed Provides clean, PDUs {rack PDUs Power reaches
through multiple layers of from the utility (typically 11kV or down to how voltage  to different electrical regulated power or remote PDUs) IT equipment
) provider. 33kV) steps down  (415V / 400V / 20BV)  panels for various and battery backup distribute power {servers, storage,
protection and conversion, and enters the for distribution. loads. (surge, sags, to racks via network devices,
and is distributed to IT facility switchgear. ? spikes protection), branch circuits, el:).
equipment via redundant p N T L SN SR ORY Oy S RPN 4 !
1 |
i : !
paths to ensure continuous I REDUNDANT BACKUP POWER PATH —roovorveoorsy e J
and clean power. Diesel Generators .
{Standby Power) Key Points |

a Redundant paths (A & B) are used at every distribution layer.
===p  Backup Power Flow

o UPS provides instant backup (seconds to minutes).
=== Contral / Monitoring

Generators provide extended backup {minutes to days). i
© ; Monitored by DCIM / BMS

Automatically start during
utility failure and supply
power ta the MDB.

0 Proper grounding. monitoring, and fuel management ensure safety .
and reliability. i

UPS PURPOSE & OPERATION

ez |

What is the

purpose of UPS?

How it Works

© Utility power is eonverted to
D and charges the battery.
Answer:

@ inverter converts DC 1o AC to

A UPS (Uninuerrupt‘lble Power Utility Power Rg:‘ﬁﬂ"' ! Inverter Static Switch supply clean power to the load,
arger L 4 +
Supply) provides instant ?‘ bl i i © During utility failure, battery
i = Cistzsss G I e ey -—. Bypass __.. supplies power instantly
battery backup during utility ¥y ¥ = i (lj’:”\:y) 2 T R
failures, conditions the 2
o When utility returns, UPS
electricity, and protects switches back and recharges
] Battery Bank batte

equipment from power T ol
fluctuations and outages. KEY PURPOSES TYPICAL UPS TYPES

° Provides instant backup power (0—10 ms transfer time). * Offline / Standby UPS — Basic backup for non-critical loads.

[59ef Why do Data

Centers use

diesel generators?

Answer:

Diesel generators provide
reliable, independent
backup power for extended
outages when utility
power is unavailable and
UPS battery runtime is
exhausted.

° Conditions and stabilizes voltage and frequency.
e Protects against surges, spikes, sags, and noise.

# Line-Interactive UPS — Voltage regulation + battery backup.
#® Online Double Conversion UPS — Highest protection and

@ Allows graceful shutdown of equipment,

Air Intake
Systam

Exhaust
System

Coolant
Syatem

Fuel System

Base Frame / Wibeation

Central Panel ; Isolators

HOW IT WORKS

@IEI

ATS detects: Generator starts Power is supplicd When utiity
fadure automatically to the load power returns

ROLE OF DIESEL GENERATORS IN DATA CENTERS

zero transfer time (used in Data Centers).

WHY DIESEL GENERATORS?

' Provide long-duration backup power (hours to days).
' Runtime depends on fuel storage and
refueling capability.
'  Start automatically on power failure.
' Ensures business continuity for critical operations.
" Independent of utility power,
+ High reliability and ability to handle heavy loads.
~" Support N+1 or 2N redundancy for high ilability.

BEST PRACTICES

Regular generator testing (weekly/monthly).
Proper fuel management and storage.
Preventive maintenance as per OEM
recommendations.

Load bank testing.

»"  Monitoring via DCIM / BMS and alarms.

LS8

Generator cools
down and stops:

All rights reserved.
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What is a PDU?

Answer:

A PDU (Power Distribution Unit)
is a device that distributes
electrical power from a

single or redundant power
source to multiple IT
equipment within a rack

or across racks. PDUs may
also provide monitoring,
metering, remote management,

and outlet-level control,

Intelligent PDUs provide
outlet-level monitoring and

remote switching.

m Difference between

Rack PDU and
Floor PDU.

PDU (POWER DISTRIBUTION UNIT) OVERVIEW

Power Source
(Utility / UPS / Generator)

KEY FUNCTIONS
o Distributes power to multiple devices.
& Protects equipment with breakers/fuses.
@ Monitors power consumption (on advanced PDUs).
o Supports remote management and alerts (intelligent PDUSs).

Q Helps with load balancing and capacity planning,

COMMON PDU TYPES (BY FEATURE)

® =3 mm o
Basic PDU Metered PDU Switchable / Managed PDU
IT Equipment Provvides refiable power Monitors power usage Remote monitoring, outlet

distribution. at the PDU level. control, alerts, and more.

(Servers, Storage, Network)

RACK PDU (rPDU)
Mounted vertically inside the rack

FLOOR PDU (fPDU)
Mounted in the data center (not on the rack)
b

\

Feature

Maunting Location

Power Capacity
Use Case

Power Input
Output
Management
Mobility

Example

What happens

during a utility

power failure?
Answer:

1. Utility Power Loss

Main utiity power fails
e 1o Duthge of faut

When utility power fails,
the data center's power
infrastructure automatically
switches to backup systems
to keep IT equipment

running without interruption.

2. UPS Takes Cher
UPS immudistely
power from batteries
{0-10 me weitchover)

KEY POINTS

Rack PDU (fPDU)

Mounted vertically on the réar or
side of the rack

Lewer (typically 164 / 32A per PDU)

For distributing power to equipment
within a single rack

Usually single or dual feed from UPS
Multiple outlets (C13, C19, etc.)
Basic, Metered or Managed options
Moves with the rack

Vertically mounted PDU in a 42U rack

3. Generator Starts 4, Load on Generator
Gerwrator reathes stable
valtage & froquency and
takes aver the koad

Diesal enerator
aunomatically start
(typically within
10-30 seconds).

e UPS provides instantaneous power 1o prevent downtime.

Floor PDU (fPDU)

Mounted in the data center room
(standalone cabinet)

Higher (634, 125A, 2004, 4004 or more)

For distributing power to multiple racks
or rows() of racks

Typically three-phase input from UPS / ATS
Muiltiple circuit breakers / outputs to rPDUs
Typically Metered or Managed

Fixed in one location

Power cabinet at end of a row supplying
several racks

05

5. UPS Recharges 6. Utility Restored 7. Nermal Operation
UPS comtinues to supply Lhility powwer returme; Genarator coole down
IT load and recharges ATS tranefers load ardl stops. System
Batteries from genenstor, back to utity retume to normal

condition.

POWER FLOW DURING OUTAGE

oﬁmelmprovidemmdpowwmdw. 9 URS
Lhtility IT Load
o HAustomatic Transfer Switch (ATS) manages source switching. {Outage) (Racks) |
o i g ensunes i |
Diesel Ganerator
——— HMormal Power Path —=———= Backup Powur Path

—mms D Mo Pover |

All rights reserved.
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DATA CENTER ENGINEER / OPERATIONS - INTERVIEW GUIDE

Explain hot sisle
and cold aisle

design.

Answer:

Hot aisle / cold aisle design
separates the cold supply air
from the hot exhaust air

Cold air is delivered to the
front (inlet) of server racks
in the cold aisle. Servers
pull in the cool air and
exhaust hot air to the rear,
which flows into the hot
aisle and is returned to the
CRAC/CRAH units.

Mixing of hot and cold air
reduces cooling efficiency.

Answer:

Good airflow management
ensures the right amount
of cool air reaches server
inlets and hot air is
effectively removed.

It prevents hot spots,
improves equipment
reliability, supports higher
densities, and reduces

energy consumption.

Answer:

High inlet temperatures
reduce cooling effectiveness
and can cause servers to
throttle performance or
shut down.

It increases the risk of
hardware failures, reduces
reliability and lifespan,
and may lead to

data center outages.

HOT AISLE / COLD AISLE DESIGN (WITH RAISED FLOOR)

COLD AISLE CONTAINMENT (PREFERRED) HOT AISLE CONTAINMENT

Cold Aisle Hot Asle CRAC/CRAH CRAC/CRAH Hot Ale Cold Aisle  CRAC/CRAH
t'Suplply) (Front) (Roar) Dl-iurﬂ (E-:inlyi {Front) (Cortained) {Front) {an-m}

Raised Perforated Tiles Perforated Tiles Raised Raised Perforated Tiles Perforated Tiles Raised
Floor (Supply Air) (Return Air} Floor Floor (Supply Air) (Return Air) Floor
KEY BEMEFITS
& =S = ®
==
=D
Prevents hot and Improves cooling Allows higher Reduces energy
cold air mixing efficiency rack density consumption

AIRFLOW MAMNAGEMENT

_. Cxxmm

WHY IT MATTERS

Prevents hat spots and
equipment overheating

COLD AR IM !
i

Cool air enters Hot air exits
—p — ® Ensures reliable performance
th the fromt from the
e S and longer equipment life.
of the rack. —_— —_— of the rack.

Supports higher rack density
and capacity.

Optimizes cooling efficiency
and reduces power usage.

.

Dredhver cool air from Seal gaps sround racks,
below the raised floor. walls, and floors.

Fill unised U spaces Organive cables to
to prevent air bypass. avoid blocking airflow,

Seal cable entry pots
bn racks. and cabinets,

EFFECTS OF HIGH SERVER INLET TEMPERATURE

() L & © A

Reduced Performance Overheating 8 Hardware Failures
Shutdowns
Servers may overheat
and automatically
shut down to prevent

Data Center Outages
&Lifupnn
Servers throttle CPU Continuous exposure
speed to reduce heat,
leading to performance

degradation.

High temperatures Owerheating can trigger

accelerate component to high temps reduces cascading failures,

aging and increase the equipment reliability

and lifespan.

leading to service

damage. risk of hardware failure. interruptions.

HOW TO PREVENT HIGH INLET TEMPERATURE (BEST PRACTICES)
@ Maintain hot aisle /
cold aisle containment

° Use blanking panels
and seal all openings

° Monitor temperature

and airflow continuously i

° Ensure adequate cooling
capacity for [T load

All rights reserved.
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L

TA CENTER OPERATIONS

7-1 What is RACK AND STACK — PROCESS OVERVIEW
Rack and Stack?
o Rack o Stack e Cable o Power On e Verify
Prepare the rack and Install devices in Connect power cables Power on the devices Verify connectivity,
ensure proper space, the rack (servers, to PDU and network and check status and basic
Answer. power and network switches, storage, cables to switch. indicators. functionality.
Rack and Stack is the availability. etc.).

process of physically
installing IT equipment
in the rack, connecting

power and network

cables, and verifying

that the equipment is

System Operational

operational.

‘G)” Goal: Equipment is securely installed, cabled and operational.

What is BREAK-FIX ACTIVITY — PROCESS OVERVIEW
Break-Fix activity?

/\' — s

Break-Fix activity refers i
to troubleshooting and o Issue Reported @ Diagnose e Fix / Replace o Test o Restore & Close

—d

-

resolving hardware or An alert or user Identify the root Repair configuration Verify the system Service restored
- r report indicates cause of the or replace fault; is working as and ticket
infrastructure issues P it y &

a problem. issue. component, expected. closed.

when an incident

occurs, to restore

L ,

"Q' Goal: Minimize downtime and restore services quickly and reliably.

normal operations.

Explain the SERVER DEPLOYMENT PROCESS
server dep|0ymer‘lt o Plan e Prepare 9 Install 'o Configure 9 Test & Verify e Handover

- ® & ¥

Server deployment » Understand » Rack & space ready  » Rack the server » BIOS/RAID » Power on & * Update

: : . ks power ati | i

involves planning, requirement + Power & network + Connect configuration health check documentation
* Capacity & ready ta PDL * 05 installation * Network connectivity * fsset tagping

preparing, installing, compatibility check  « OS / firmware / » Connect network * Metwork test +: Hindover 15

conﬁguring, testing * Create build plan patches ready cables configuration = Application / service operations

and handing SBE + Obtain approvals * Inventory check * Cable management * Security hardening test . Mo:::r initial

peri

the server for
production use. o Goal: Server is deployed, tested and ready for preduction use.

KEY DELIVERABLES
= Deployed IF Address & B Cenfiguration S Documentation Monitoring
- Server Network Details 1 Backup Updated Enabled

All rights reserved. @ 2026 Raj Gaud




PAGE 23 DATA CENTER ENGINEER / OPERATIONS - INTERVIEW GUIDE
9
A8 Whatis SERVER DECOMMISSIONING - PROCESS OVERVIEW
SEIVEer
decommissioning? o 9 9 o o o
Plan Backup & Data Remaove from Remove & Dispose / Update
Handling Service Return Assets Remarketing Records
Answer: e
. =] . . BN lem ., 0
erver decommissioning is v — > > ’ > - > ‘ >
the process of safely removing ,_o - ae [= ] '- .
a server from service when it
is no |Oﬂgel' needed, It includes + Identify server to = Take required = Power down semver » Disconnact pewer + Dispose as per company  + Update CMDB/
data backup/erasure, license Jecomiil backup =:Bamcie CEE plleycrragulaticns LA
+ Check dependencies  + Securely erase monitoring and * Remove server + Or remarket / reuse + Close change/ticket
removal, hardware removal
and approvals data (Sanitize/Wipe) inventory from rack through authorized » Document
and proper disposal oF + Sehadule » Remowe sensitive + Release IPs, names + Return parts/ channels complation
remarketing. maintenance information and rescurces accessaries

What checks are

performed during

hardware

installation?

Answer:

During hardware installation,
multiple checks are performed
to ensure the equipment is
installed correctly, safely and
operating as expected before

putting it into production.

What is

asset tagging?

Answer:

Asset tagging is the process
of assigning a unique
identification tag to each
IT asset. It helps in tracking,
management, maintenance
and auditing of assets

throughout their lifecycle.

window

‘C‘ﬁ Goal: Retire servers securely, protect data, comply with policies and keep records accurate.

o Physical Inspection

Check for any physical
damage, loese parts
or missing companents.

© rosT/ Boot Check

Power on and check

POST/boot process

is successful and no
hardware errors.

HARDWARE INSTALLATION CHECKS

o Rack & Mounting Check

Ensure proper rack position,
rail installation, screws
tightened and equipment
secured.

@ Firmware / BIOS Check

Verify BIOS/firmware version
and update if required as
per standard.

omcmk

L 4
T

Verify power cables, correct
PDUSUPS connection and

redundancy.

@) RaD / Storage Check

-®

Verify disks are detected,
RAID configured correctly

and status is optimal,

@ Network Connectivity Check

Verify natwork cables, port LEDs,
link status and correct switch

connectivity.

e Monitoring Check

Ensure the server appears in

menitoring tools and alerts

are working,

@ Goal: Ensure hardware is installed correctly, configured properly and ready for reliable eperation.

Asset Tag ID

DCO1-RK12-SRVO7

ASSET TAGGING - OVERVIEW

Unique Identification
Each asset has a unique ID
(Barcode/QR/RFID).

Batter Management
Improves inventery accuracy
and lifecycle management,

Reduced Loss
Helps prevent loss, theft
and unauthorized use.

EXAMPLE ASSET TAG INFORMATION

Asset Type

Server

Location

DCO1/ Row 12 / Rack 5§

Q
0

Easy Tracking
Helps in lecating and
tracking assets quickly.

Audit & Compliance
Supports audits, warranty
tracking and compliance.

Sarial Number

ABCI23XYZ

‘C{ﬁ Goal: Accurately identify and track assets to improve control, accountability and efficiency.

All rights reserved.
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Why is IMPORTANCE OF DOCUMENTATION
documentation
important? e '@' = (]
- 4 =] mB. AN
= S —@ N (4
9 eoa= —® %
Answer: —
Documentation ensures Baslieos Knowledge Sharing. | Fasber Troubleshoot Birclinne a ¥ ” s

consistency, knowledge
sharing, compliance and
faster troubleshooting. It
helps maintain reliable
operations and supports

audits and handovers.

'ef What is
Remote Hands

support?

Answer:

Remote Hands support

is a service where a data
center technician performs
physical tasks on-site

at the request of a

remote customer.

y/\’/ What information
should be included
in a handover
report?

Answer:

A handever report should
provide complete and
accurate information about
the environment, tasks
performed, pending items
and important contacts

to ensure smooth

continuity.

Ensures standard
Processes are
followed across

team and shifts.

Helps new team
members understand
enwironment and

past activities.

Accurate records Supports audits and Pravides history of Ensures smooth

help identify issues ensures adherence changes for better transition batween

quickly and reduce to policies and planning and risk teams and

downtime. regulations. reduction. operators.

‘of' Good documentation = Reliable eperations, faster recovery, and informed decisions.

° Request

Customer raises a
request with task

details.

0' Orrsite Execution

center performs the

REMOTE HANDS SUPPORT - OVERVIEW

COMMON REMOTE HANDS TASKS

Reboot / Power cycle device
#* Check device status / LEDs

* Replace cables

Reset device
o Update » Verify connectivity

Customer is updated

o Verification

Task is verified and

Technician at data

Collect logs / Screenshots

results are documented

{e.g.. photos, logs).

with task completion * Hardware replacement

requested task. and details.

-

Rack & stack assistance

(CJ' Remote Hands extends your reach. We are your hands on the ground.

Py—
i
1. General Details

* Date & time
* Site / DC name

= Shift / engineer name

\\

6. Configuration Changes
* Config updates
» Firmware / OS changes

* Any deviations

INFORMATION TO INCLUDE IN A HANDOVER REPORT

= ) = g

=) =
~@
4. Pending Tasks

5. Alerts & lssues

2, Infrastructure Summary 3. Work Completed

* Racks / devices * Tasks performed * Open tickets * Active alorts

* IP ranges # Changes made * In-progress wark s Known issues

* Power & connectivity » Tickets closed = Next steps = Risk / impact
- =

7. Backups & Legs 8. Key Contacts 9. Decun ion Risfe 10. Additional Notes

+ Backup status ® Internal team * S0Ps / diagrams * Important notes

* Vendors / support ® Links / repositaries * Obsarvations

= Change reconds

+ Log locations

* Reference IDs + Escalation contacts * Recommendations

‘@" A clear handover report ensures continuity, accountability and operational excellence.

All rights reserved.
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SCENARIO-BASED QUESTIONS

m A server is not

powering on. Walk me
through your
troubleshooting steps.

Answer:

Follow a systematic
approach from basic
checks to component

level verification.

@ A newly installed

DIMM is not detected.
What will you check?

Answer:
Verify compatibility,
installation, BIOS settings

and hardware status.

@ A server shows an

amber health LED,

What is your
approach?

Answer:

Identify the cause using
indicators and logs,
troubleshoot and take
corrective action.

TROUBLESHOOTING STEPS
Check Power Source Check Power LED Check PSU Status Check Front Panel Perform Minimal Escalate if Needed
an Server Indicators Configuration Boot
["J] - © '8
= Varify PDU/UPS is ON = |5 the power LED ON? = Check PSU LED = Any fault LED? » Remove all peripherals * If issue persists,
» Check cireuit breaker = i OFF, try another * Resest PSU * Note the LED pattern » Keep 1 CPU, 1 DIMM eollect logs/LED infe

= Confirm pewer cable power cable + Try a known good PSU « Refer to server manual  » Disconnect all external = Escalate to 2nd level /

firmly connected * Try another PDU outlet (if redundant) for interpretation davices vendor support

! -
'O' Tip: Always check power path first, then isolate components one by one.

CHECKS TO PERFORM

Ly (2 © 0o e 0

Verify Installation Check Compatibility CheckSloth:x.lanun Check BIOS/UEFI Check for Faults

A

» Ensure latest BIOS » Check system event » Test DIMM in another
firmware legs slet

Test DIMM
Al A2 Bl B2

il —
gl —
~Q

+ Follow the comect
channel/slot order

3 >
i

« Resoat the DIMM * Verify DIMM is on the

HCL (Hardware
Compatibdlity List)

= Check supported spead,
capacity and rank

= Ensure it is fully e
. to server

* Chack memory sattings  * Look for any memory /  » Test with a known
and e usar guide (XMP/Speed, Moda) DIMM arross good DIMM

@ Tip: If all checks fail, the DIMM or the slot may be faulty. Validate with known good components.

APPROACH
(1] 2] (3] (4] (5]
Observe & Identify Check Event Logs Identify Root Cause  Take Cormective Action Verify & Monitor

= G

s Note which LED

X -[g]

* Review system event * Power / Thermal / » Reseat / Replace * Confirm LED turns * Record issue, root

is amber log (SEL) Fan / Memaory / companent green cause and action
* Check system status * Note error codes Drive / RAID = Update firmware + Monitor system + Update ticket/
in iIDRAC/ILO/IMM and messages * Isolate the failing if required for stability documentation
component

@ Tip: Never ignore an amber LED. It indicates a warning that can lead to downtime if not addressed.
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One server in a rack
loses connectivity.
What do you

investigate first?

Answer:

Start from physical layer
and move up the stack

to isolate the issue.

A switch port remains
down after patching.
What could be

the reasons?

Answer:
Common causes can be
physical, configuration

or device related.

How would you set up
connectivity for 10 racks,
including 2 network
racks, in a data hall?

Answer;
Design with redundancy,
scalability and proper

segregation.

L
INVESTIGATION STEPS (Top to Bottom Approach)

B Q»q{-»-p

=
(2] (3] (4] o (6] o

Switch Port Status VLAN / Port Config  Uplink / Aggregation IP Configuration

v -
(1]

Physical Connection Cable & Patch Panel Legs & Monitoring

+ Check cable * Verify link LED o Verify cormect * Confirm VLAN * Werify uplinks are * Verify IP, subnet, = Check switch logs,
seating at server is green. cable and patch assignment. up and healthy. ‘gateway. server logs.
and switch. * Check for admin panel port. * Check port is in * Check part-channel / * Check for I = Review manitaring
+ Look for amy down of amor » Chech for any eofrect mode and LAG status if conflicts. aberts,
visible damage. disabled state. faulty patch cords. access/trunk. applicable,

‘G}’] Goal: Identify the layer where connectivity breaks and restore service quickly.

POSSIBLE REASONS

>, i

1 Wreng Cable / Port

2 Port is Shutdown 3 VLAN Mismatch 4 Speed / Duplex Mismatch

Incorrect cable type or interface is administrativaly Configured VLAN does not Speed or duplex settings are

connected to the down {shutdawn match on switch or across not matching on both

wrang port. command applied), the link. sides.
— #f
5 STP Blocking 6 Faulty Cable / Transceiver 7 Power / PoE lssue 8. Configuration Error

Part is in blocking state Cable or transceiver is Insufficient power or PoE Incorrect settings like wrong

due to Spanning Tree defective or not failure preventing link trunk allowed VLANs,

Protocol. compatible. from coming up. port channel issues, ete.

(d’ Goal: Identify the root cause and bring the port up to restore connectivity.

SAMPLE CONNECTIVITY DESIGN

NETWORK RACK 1 (Primary) NETWORK RACK 2 (Secendary)
Cora Switch A Core Switch B
m%::@::g:m « 2 Network Racks (Primary & Secondary)
ToRt Switch &1  ToR Switch BT for high availability.

o — . Each rack (R1-R10) dual-homed to both

network racks.

DESIGN OVERVIEW

o Swicch B2

Top-of-Rack (ToR) switches in each

network rack.

Redundant uplinks from ToR to core
switches.

Separate networks (VLANs) for:

- Management

-

- Production

- Storage

=~ Backup / Replication

Follow cable management and labeling
standards.

—— Uplink to Network Rack 1

— Uplink to Network Rack 2
O Interconnect / Redundant Link

DESIGN SUMMARY

Total Recks Metwork Racks Rack Connectivity Redundancy

Recommended Uplinks

10 2 (Primary + Secondary) Dual-hemed Yes (N+1) 2 x 10GLE / 25GbE per rack Management / Prod / Storage / Backup

(CJJ Goal: Ensure reliable, scalable and redundant connectivity across the data hall.
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ACTION PLAN (STEP-BY-STEP)
TYPICAL POU A/B REDUNDANT SETUP
One PDU loses -
' P iy PDU A PDU B
power unexpectedly. E & Q &5 0 g Y ' S 5 (Feed &) (Feed B)
What actions will ‘ .
& B CE BEIEE
Facs e © o o o
Werify Alart Chock A-side Confim Redundant  Escalate Foclities Isolate & Escalate Document
or Beside Affected  Power Path Active Team
Answer:
= Confirm POU = Balate failed PDU = Restone fool chike
Act quickly to identify st o LEDs, |« Kienily which ki | = Vodly oppocks’ | = Moblly Baciibes/ i safo. in the POU.
the cause, minimize o display) (4 or B] is down. feed & active. powes team.
impactandrestore = Escalste 1o = Varify all connected
Caphure alert « Vil impact to + Confirm na + Previde POU 10, & iy
power safely. details. connected davices. interruptions to issue- and impact. g T ol T
IT load.

Rack temperature

suddenly rises by 10°C.
What are your

1

immediate checks?

IMMEDIATE CHECKS (STEP-BY-STEP)

(A

ol ths: Alarrn Check Cooling Chack Asfiom Chack Doors § Seaks

+ Verify actual + Verity CRAH/AC + Ensure front/roar + Bk door
Answer: temperature Gn shatus (running werts are not i clossd.
Identify the cause fast DCIM/BMS and alarm). blocked. + Verify brush seals
to prevent overheating iy Check retum Check raised floor are intact

i % * Chedk trend to temperature at far
and service impact. sing vanks
further, CRAH. obstructions.

— Food A

— Foad B

Goal: Restore power quickly, minimize impact and prevent recurrence.

POSSIBLE CAUSES

@ Cocling wnit failure

—@. Blocked airflow
Chack IT Load Escalate # Nesded m High IT load
= Look for recent + i temp continues

high werdoad ar to rise, escalate to Hot aisle / cold aisle

containment breach

i
B

added equipment. recommendedteam.
= Check server inlet = Monitor closaly
tempernh until stable. Sensor / calibration issue

Goal: Restore safe operating temperature and ensure reliable cooling.

What will you do if

a server PSU fails

but the server is
still running? o 9 o o
= Check Server Hoalth  Vexify PSU Status Review Logs Feplace the PSU
= Confirm sarved & - omtify fadad PSL = Check natem logs - Hot-vwap the
Answer: runcing normay. from. LED/ alert. for PSU failure falled PSU #
Ensure redundancy is - Chack for any + Ensure remaining arvonits, supported.
healthy, replace the performance PSU iz healthy = Nate tims and = ¥ rat, schadule
- alerts. and presdding wrror details, msrLenane
failed PSU and

prevent future failure.

ACTION PLAN (STEP-BY-STEP)

(5]

Vierify & Menitor
= Engure riwy PSU
s detected.
« Monitor for

alarms and

PSU REDUNDANCY EXAMPLE (N+1)

==} / PSU1 PSU 2
s
N
A ' N
Document Follow Up
- Update tckat with - Chack if PSU
m!ﬂm* noeds to be
= Record PSU serial raturmed AMA,
number and + Review trends for
fahure details. repented failures.

———— Active Power Path

—=—— Failed PSU (Mot in Use)

Goal: Maintain redundancy, replace failed PSU and ensure long-term reliability.

* Follow maintenance policy.

All rights reserved.
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DATA CENTER ENGINEER / OPERATIONS - INTERVIEW GUIDE

m A customer requests an urgent disk replacement at 2 AM.
What process do you follow?

Answer:

| follow a safe and
structured process

to replace the disk quickly
with minimal impact and

complete documentation.

Qn

- Acknowledge the

-

Acknowledge
& Log

request and log
ticket with time,
asset D, issue

and priority.

@ -

+ Data safety and redundancy first.

+ Use correct spare (make/maodel/capacity).

2]

Points | Ensure

© 4]

o

Interview Tip

» Verify RAID status after replacement.

What will you check first?

Answer:
| start with the basics —
power, indicators,

and connectivity.

O

Power Check

= Check PDU power

and cincuit breaker.

+ Verify power

cables and bath

PSU LEDs.

@

Indicator Check

+ Check front panel
LEDs.

+ Mote any red/
amber indicators

or fault codes.

My Approach

Follow a top-down approach: power — indicators — connectivity — logs — escalate.

A customer reports that a server is down.

&

Network Check

Console/KVM

Access

+ Connect to iDRACS  « Check NIC LEDs

ILO/KWM, on server/switch.
+ Check for POST = Verify link status
errars or boot and cable.
issues, - Try alternate
port or cable.

5)
 §

Logs & Alerts

+ Check DCIM/BMS
alerts.
+ Review server

event logs.

@& rgas Q
=) | | & -+ /’ -+ - %
; = 2
Verify & Assess Pre-Check Prepare Execute Verify & Rebuild Document
& Plan B Secure Replacement & Close
- Cenfirm affected - Verify warranty - Ensure RAID OK - Locate failed disk. - Check disk - Update ticket with
server and disk and spare (data protected). +Remove failed disk  detected. actions, time,
status. Check availability. Take backup carefully and Monitor rebuild and results,
alerts and health Plan steps and if applicable. insert new disk. progress and Attach logs/photos
indicators. estimate time, system health. if needed. Close
after confirmation.

Always mention safety, proper verification,

communication, and decumentation.

(6]
g

+ If issue persists,
escalate to next
lewvel,

+ Inform customer

with firdings,

All rights reserved.
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THANK. -

>

Keep Learning.
Keep Building.
Keep Troubleshooting.

66 The best engineers
never stop learning. 39

Prepared by

Raj Gaud

Data Center Engineer

in @RajGaud

| Al

INFRASTRUCTURE CONNECTIVITY RELIABILITY OPERATIONS

PERFORMANCE

Learn. Implement. Optimize.




